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01 | About

• Offensive Security enthusiast, Red Team operator 
& self-proclaimed “Malware Linguist”

• Likes building offensive tooling in modern 
languages ( Rust, Nim, Go & Python)

• Publishes OST and various offsec-related 
repositories on Github (for example Nimplant)

• Semi-pro shitposter on Twitter

[cas@OrangeCon ~]$ whoami

casvancooten.com

@chvancooten

chvancooten

/in/chvancooten

Cas van Cooten
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To develop or not to develop, that is the question 

Developing in-house is ultimately a business decision

Purchase

Purchase operations-ready 
commercial tools

Adapt

Modify open-source 
projects to fit your needs

Develop

Build your own tools from 
scratch
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“Offensive Development” vs. “Malware Development”

Offensive Development
All tools used to support offensive operations

Malware Development
Malicious tools to be executed on a target

C2 implants

Droppers / 
Loaders

Initial access 
payloads

(Local)
Privesc Exploits

C2 servers

Network 
scanners

OSINT 
automation / 

scrapers

Memory 
analysis toolsMemory 

dumpers

Information 
collection tools

Ransomware

Malicious 
proxies

...and much more

Vulnerability 
scanners

Remote access 
tooling

Infrastructure 
automation

Knowledge 
mgmt. & 

reporting tools

Automated 
remote exploits
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Putting the ‘Development’ in Offensive Development

• “Working code is better than 
perfect code”

• Bad code has a real impact:
• Readability & Maintainability

• Stability

• Security

• Adopting a ‘developer mindset’
is easier than you think

• AI can be of great help here!

, BUT
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• Many programming languages can 
be used, each with benefits and 
drawbacks

• Considerations:
• Interpreted or compiled

• High or low level

• Performance

• Portability

• Prevalence

• Developer experience

Choosing the right language for the job

...

survey.stackoverflow.co

https://survey.stackoverflow.co/2024/technology/#admired-and-desired


Meme: @SteinMakesGames
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A totally un-biased decision tree
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Rust

Example OST

FeroxBuster
NimPlant (.rs)

Getting Started

Rust by Example
The Rust Book
Black Hat Rust

Pros Cons

• Strongly typed, compiled
• “Borrow Checker”

• No garbage collection
• Compile-time safety checks

• Verbose, compile-time errors
• Mature “crate” ecosystem
• High adoption, blends in

• Steep learning curve
• Very verbose, hard to read
• Slow to compile
• Malware needs unsafe{}

It looks like you’re trying to 
write idiomatic Rust code!

Would you like to use 
clippy::pedantic?

https://github.com/epi052/feroxbuster
https://github.com/chvancooten/NimPlant/tree/main/client-rs
https://doc.rust-lang.org/rust-by-example/
https://doc.rust-lang.org/book/
https://github.com/skerkour/black-hat-rust
https://github.com/rust-lang/rust-clippy
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Rust
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Rust
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Rust
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Rust
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Go

Getting Started

Go by Example
Effective Go
Black Hat Go

Example OST

Nuclei
Bettercap

Pros Cons

• Strongly typed, compiled
• Simple syntax, easy to learn
• Easy and performant 

concurrency
• Extensive standard library and 

package ecosystem
• Strong community and high 

prevalence

• Error handling can feel verbose
• Larger, identifiable binaries
• Garbage collected, less suitable 

for embedded platforms

https://gobyexample.com/
https://go.dev/doc/effective_go
https://nostarch.com/blackhatgo
https://github.com/projectdiscovery/nuclei
https://github.com/bettercap/bettercap
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Go
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Go
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Go
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Go
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Go forth and develop offensively!

Be a good dev

Strive for readable and 
maintainable code to 
improve collaboration

Build your own tools

…or hire someone to do it. 
It’s no longer optional

Learn all the languages

Try many languages and 
see which ones work for 
you (and your project)
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